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            Current State
• No proper procedure in place for cyber 

security in the Operational Technology (OT) 
Domain

• No ownership for cyber security in the OT 
domain

• User profiles (and passwords) not well 
defined

• Hardware not proper hardened (e.g. switch 
off USB ports)

• Computers and servers don’t have to latest 
patches or updated anti virus software

• No proper monitoring of hardware, software 
and applications

• No proper segregation between domains

             Cyber Security Challenges
• Business as usual for many years
• Many different suppliers
• No owner (or multiple owners) for Cyber 

security
• Limited knowledge of OT cyber security
• Limited awareness for integrity and 

confidentiality  
• Not one (or outdated) unified platform  

(Windows)
• Different levels of cyber security maturity 

among the suppliers
• System updates by others may impact 

warranty or maintenance
• Often no proper asset inventory

“ The average annual cumulative reported financial loss for a business affected by an ICS 
cybersecurity breach was $347,603 including the actual consequences of the incident and costs 
for software upgrades, staff and training.”
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54% of companies experienced an ICS
security incident in the past 12 months

Results of research study (2017) by Kaspersky of ICS/OT cybersecurity professionals:

Source: The State of Industrial Cybersecurity 2017, Kaspersky



Why Cyber security?
Even though Cybersecurity is a common term 
today, many of our customers tell us that the 
theme can be quite challenging and even a 
bit abstract. At the same time, concepts like 
Industry 4.0 and the Internet of Things offer 
interesting new opportunities to automate 
factories to a level never seen before. But 
what happens if hackers penetrate automated 
systems in the process industry? How do you 
protect yourself against such threats? And 
what is the risk of doing nothing? In other 
words: how do we bridge the gap between 
theory and practice? How should we really 
deal with cyber security?
 
What will you learn?
This course is meant to interactively show 
participants why it is so important to think 
about cybersecurity. In addition to analyzing a 
number of well-known industrial cybersecurity 
incidents, we will demonstrate what the 

impact of a cybersecurity incident might 
be if you risk doing nothing. You will also 
learn more about how cyber-attacks in the 
process industry work, and how industrial 
organization can be protected against these 
potentially catastrophic events.
As one of the forerunners in the field of cyber 
security solutions in the process industry, 
we will share our thoughts and experiences, 
and show you some of the latest concepts 
and ideas about cybersecurity that you can 
hopefully bring back to your organization.
At the end of the day, you will receive an 
official Yokogawa cyber security awareness 
certificate, and there will be plenty of time 
to talk about what Yokogawa can do for you 
while enjoying a drink.

We hope to see you October 5th at Yokogawa. Please be aware that the number of available seats 
is limited. Make sure to sign up quickly! Participation is free of charge. Free lunch and network 
event included. 

At the request of customers, on Thursday,  
5th October 2017, Yokogawa organizes a workshop  

about Cybersecurity in the Process Industry.
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Industrial Cyber Security Workshop

THE RISK OF DOING NOTHING


